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Description of Scenario
Objectives

This experiment was designed to relate established biases to cognitive vulnerabilities (CogVuln) in
cyber contexts by evaluating the choices that cyber-aware participants make when presented with
bias triggers in cyber scenarios as compared to equivalent established methods.

Experiment Description

This experiment was designed as a survey with 420 participants who had passed a screening test
on theoretical knowledge of cyber security. The survey was composed of questions that have been
established in the literature to elicit a biased response in non-cyber settings as well as a new
questionnaire containing specific cyber scenarios that were designed to elicit a similar biased
response in cyber settings. The new cyber-specific questionnaire was referred to as cyber
isomorphs of the established questionnaire. The experiment was designed to provide a baseline
comparison for identifying biased behavior in the cyber context.

The CogVulns that were considered in this experiment included loss aversion, representativeness
bias, availability heuristic, default effect, anchoring bias, recency bias, choice overload, Peltzman
effect and sunk cost fallacy. For loss aversion, we considered five variations including mixed
gamble setting, certainty effect, endowment effect, aversion to ambiguity and gain/loss framing.
For representativeness bias, we considered three variations including base-rate neglect, hot hand
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fallacy and denominator neglect. For availability heuristic, we considered recall-based and
frequency-based variations and finally, for default effect, we considered position effect and
association effect. For each variation, an established method questionnaire and a corresponding
cyber isomorph questionnaire were identified for the survey.

Experimental Results

Analysis of the Exp 1 survey data indicated that 81% of the cognitive vulnerabilities tested are
ecologically valid in the cyber context. 60% of the triggers tested showed medium to large effect
size. It was observed that the loss aversion bias triggers were more effective when there was a high
chance of large loss or gain. In general, the effectiveness of the trigger depended on whether
expertise was required in the context where it was presented. Several examples are provided in the
full dataset. Analysis of the Qualtrics timing data revealed that when participants were biased, they
spent more time on the cyber isomorph problem than in the equivalent established method
problem. There were mostly non-significant correlations between cognitive vulnerabilities and the
self-reported individual characteristics in the pre and post questionnaires.

Cyber Environment

The participants were provided with an online survey in which they were asked to make decisions
for a series of cyber tasks under different settings. Settings included a variety of cyber contexts that
mirrored the characteristics of decisions used in established cognitive bias studies. To promote
realism, the questionnaire also included screenshots from a cyber range in addition to the textual
descriptions of the cyber context. These decision tasks centered on activities across the cyber Kill
chain, and were presented in random order as independent decisions.
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DATA
DATA SOURCES

Primary Data Sources
Collected directly from the experiment environment.

Data Source Examples of Select Data Features

Category

Psychometric
Data

Experience
Questionnaire

Questions relating to practical and theoretical
knowledge of networks and cyber security systems
[1]

Demographics

Age, gender, education level

Big Five (BFI)

Big Five Indices as defined by [2]

Questionnaires

GRIPS questions

Questions that indicate the individuals risk taking
propensity, resistance to sunk cost, resistance to
framing effect, and reflectiveness and intuitiveness
[3]

Qualtrics

Timing information

Timing of answer submissions throughout the
experiment

*Provide a citation for each psychometric assessment in the References section below.

Derivative Data Sets
Datasets created from aggregating, analyzing, curating, and labeling the source data.

Category

Data Source

Examples of Select Data Features

Self-Reports

Scores for individual
participant
characteristics

The scores extracted per participant from the GRIPs
questions
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RESEARCH

Hypotheses

The Experiment 1a dataset was used to answer the following hypotheses for each CogVuln:

[H1] Performer sensors provide similar estimates of CogVuln susceptibility to established sensors.
[H2] Performer triggers activate attacker CogVulns, with a medium or high effect size.
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