L] INTELLIGENT SYSTEMS FOR FORECASTING
SOARTECH AND DETECTING INSIDER THREAT

Madeling human reasaning
Enhancing human performance

OUR EXPERTISE DECISION SUPPORT BEHAVIOR MODELING
AND PROVEN

CAPABILITIES

Multi-Future Probabilistic
Forecasting

Multiple agents search

alternative paths through
AUTONCMY complex behavior models in
parallel

Any-time forecast adjusts in
ADAPTATION real time to Incoming data;
runs 10%x faster than real
time

Yields probability distribution
gSIESVASYEIR=I  over alternative futures to

INTERFACE support ACH and mitigate
cognitive anchoring

Enables scalable,

Learned behavior model

Agents acting as virtual

Cognitive Red-Team
Agents

repeatable wargaming
and testing of security and
network infrastructure

exposes novel attack
vectors

threats allow human
experts to test variations
In high level goals

CYBER SIMULATION

Cyber Sandbox for
Insider Threat Training

Agent-based cyber ecology
provides autonomous
adversarial and legitimate
users

Dynamic Tailoring adapts
adversaries and
environment to maximize
learning

Constructive sims are readily
available for continuous
training and evaluation

Relevant Research
to be Leveraged:

Research Area of Interest:

Current approaches to detecting insider threat are reactive and limited:

e reactive because they focus on what threats have done In the past,

Probabilistic Forecasting v' ibEcom ) @

» 10%* faster than real time on conventional hardware;
parallelizable for further gains

* Generates distribution over possible futures

* Any-time algorithm supports real-time data updates

from cyber sensors
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Dynamic Understanding of DNS Data

rather than anticipating what they may do in the future.
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ENHANCING INSIDER THREAT DEFENSE THROUGH
BEHAVIORAL MODELS AND SIMULATION BASED FORECASTING

Innovative scoring function
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Bidirectional Behavior Models
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Soar Cognitive Processing
» Behavior model is inside a single Soar agent Polyagent Monte-Carlo Forecasting
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* Multiple tropistic agents explore inside the

* Pattern matching, goal-directed reasoning, behavior model
learning, hypothesis testing and confirmation ~ * Scalable, fast, probabilistic, any-time
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