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Cognitive Red-Team 

Agents
Enables scalable, 
repeatable wargaming
and testing of security and 
network infrastructure

Learned behavior model 
exposes novel attack 
vectors

Agents acting as virtual 
assistants allow human 
experts to focus on high 
level goals

Cyber Sandbox for 

Attack & Defense Training 

Agent-based cyber ecology 
provides autonomous 
adversaries and legitimate 
users

Dynamic Tailoring adapts 
adversaries and 
environment to maximize 
learning

Constructive sims are readily 
available for continuous 
training and evaluation

Multi-Future Probabilistic 

Forecasting

Multiple agents search 
alternative paths through 
complex behavior models in 
parallel

Any-time forecast adjusts in 
real time to incoming data; 
runs 104x faster than real 
time

Yields probability distribution 
over alternative futures to 
support ACH and mitigate 
cognitive anchoring

INTELLIGENT SYSTEMS FOR FORECASTING
AND DETECTING CYBER ATTACKS

Current approaches to detecting cyber attacks are reactive and shallow:

• reactive because they focus on what adversaries have done in the 

past, rather than anticipating what they may do in the future.

• shallow because they focus on cyber observables without reasoning 

about adversaries’ goals and objectives. 

SoarTech combines innovative analytics on observables with 

sophisticated behavioral models of cyber actors that can support both:

• cognitive reasoning (extending the model through experience and 

explaining reasoning to humans) and 

• Monte Carlo exploration (for probabilistic forecasting over multiple 

possible futures).
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