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1. Introduction

Marymount University is a nationally recognized academic institution headquartered in
Arlington, VA. One of ten schools at the university, the School of Technology and
Innovation focuses on education and research at the intersection of emerging
technology, cyber defense, artificial intelligence, and human factors. Marymount is
designated as a center for Academic Excellence in Cyber Defense (CAE-CD) by the NSA
and DHS and holds a number of prestigious grants from NSA and NSF. Marymount has
played a major role in developing cybersecurity education programs since 2008, with
objectives to improve the number and the diversity (women and minorities) in the
cybersecurity workplace, bearing in mind the significant workplace gap.

2. Related Activities

Marymount’s programs involve up-to-date curriculum with hands-on learning and
research at the undergraduate, graduate and doctoral level, also focusing on soft skills
such as critical thinking and communication. Research is an important part of our
culture and is encouraged at the undergraduate, masters, doctoral and post-doctoral
research fellows.
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Marymount faculty recognizes that technology alone will not solve the increasing
cybersecurity defense dilemma. We recognize the need to understand the reasons why
attackers attack and why users still click on phishing emails —the cyberpsychology.

We are currently playing a major role in developing higher-order thinking and research
skills in practicing cyber professionals, in part through the doctoral program which is
designed to stimulate some 150 working cybersecurity professional (working in military,
civilian, academia, and private sector roles) to think deeper about solutions to the
cybersecurity issues throughout the real world.

This doctoral research includes:
e Human factor considerations in cybersecurity
e Linguistic indicators of security failures
e Social media addition and its impacts
e Vehicle cybersecurity
e Mitigating risks with loMT, cybersecurity in healthcare
e Cyberthreat Intelligence
e Supply chain cyber risks
e Election security
e Cyber diplomacy
e Cyber physical attacks
e Cyber audit readiness
e Small business cybersecurity readiness
e Cyber warfare
e The Dark Web
e Cybersecurity workforce
e Privacy, data and security in US.
e And many more
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3. Related Contract Experience
Marymount continues to develop its grant and contract work including:
3.1. Red Team Research

Under an award from Millenium Corporation, Marymount Faculty and students are researching
Al tools that can be used to improve the red team activities at the US Army, Thread System
Management Office (TSMQO), Test and Evaluation Cyber Center of Excellence (TECCE). Students
are researching the role of social media in dissemination and how artificial intelligence models
can be used to quickly identify disinformation campaigns.

3.2. Data Security Research

Data security and privacy are increasingly important with the increased volumes of data in most
organizations (public and private) and the increasing distribution of this data including data
lakes and data fabric. This research is funded by NTT Data and is in collaboration with the Cloud
Security Alliance. The result of this research will be discussed at an RSA panel discussion in
April 2023.

4. Key Personnel

Our research covers a broad range of cybersecurity topics, both technical and behavioral, as
demonstrated by the key personnel shown below.

Dr. Diane Murphy is the Director of the School of Technology and
Innovation and a Distinguished Professor. Her research areas include
data security, trustworthy Al and innovation in the cybersecurity
workforce. She is an experienced contract and subcontractor
administrator having previously started and operated a software
development company.

Dr. Alex Mbatziira is a professor with extensive experience in machine
learning, primarily to detect deception and cybercrime using
computational linguistic processes and psycholinguistic features to
detect cyber-crime in the form of scams, fake review, fraud and
disinformation. He is an experienced researcher and manages one of
the school’s research-focused contracts.
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Dr. Andy Hall is a professor with expertise in the multidisciplinary
fields of operations research, data science, and cybersecurity,
specializing in applying advanced analytic techniques in solving
complex decision programs. He is a veteran and joined Marymount
after nearly 30 years in the US Army, finishing his military experience
as the head of the cybersecurity program at West Point.

Dr. Michelle Liu research mainly concerns dynamic and complex
relations between emerging technologies and human decision-
making. She focuses on the governance, ethics and accountability of
Al- based systems. Another area of her research is the resiliency and
security of the healthcare industry, particularly medical devices and
distributed data collection.

Dr. Alvaro Cintas-Canto’s research interests are in hardware security,
post-quantum cryptography engineering, and high-performance
embedded systems design. His research consists of identifying
vulnerabilities in different cryptosystems, including post-quantum
cryptography, and implementing different security measures on
hardware platforms such as field-programmable gate arrays (FPGA).

Dr. Nathan Green’s research is primarily in Natural Language
Processing (NLP), machine learning (ML) and human computer
interaction (HCI). Dr. Green is also currently conducting research in
new interfaces for human robot interfaces and interfaces and uses
for extended reality (XR).

5. Next Steps

The Marymount University diverse team possesses interdisciplinary talents applicable to
the ReSCIND program, including expertise in cyber defense, behavioral science and
artificial intelligence. Our faculty is augmented with students at the undergraduate,
masters and doctoral levels. Marymount is interested in finding collaborators
(companies and academic institutions), as a subcontractor.

Contact: Dr. Diane Murphy dmurphy@marymount.edu.
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