Thank you for your interest in this program and
participating in this event

JT0 assure a clear broadcast stream, audio and video
are disabled for meeting participants

Comments and questions can be submitted to the
JARPA team via the WebEx Chat tool only

Questions submitted to the alias (dAarpa-hiatus-
proposersday@iarpa.gov) prior to this meeting and

during this presentation, and corresponding answers,
may be posted in writing online




Disclaimers

This presentation is provided solely for information and
planning purposes

If'he Proposerso Day does n
solicitation for proposals or proposal abstracts

Not hing sai d at Proposer s
requirements set forth in a BAA

The BAA language supersedes anything presented or
said by | ARPA at the Prop

This meeting Is being recorded and will be posted for
public viewing

For those viewing the recording, email aliases and POCs

may be dated, please refer to IARPA.gov for updated
iInformation.




Proposers' Day Goals

1. Familiarize participants with |
and solicit questions and feedback

2. Foster discussion of complementary capabilities among potential
program participants, i.e., TEAMING

ATeaming information can be found at the following address:
https://www.iarpa.gov/index.php/researchprograms/hiatus

AAn attendance list, with contact details from participants who opted
to share their information will be distributed soon

AThe chat feature is enabled for participants to plan
future discussions associated with teaming
ATeaming interests, capability summaries, and lightning talk slides
will be posted publiclyon the HIATUS IARPA webpage until the BAA
submission period closes
Please ask questions and provide feedback, this is your chance
alter the course of events.

Please talk with others, find great team members.




@ Feedback and Questions

Questions can be submittedintil 12:00pm EST
There will be a break after the contracting presentation at 12:00pm EST.

Responsesto selected questions will be broadcastat 1:00pm EST, so
please don'tlog out or close your WebEx connection.

All programmatic and contractual questions will be captured but will not be
answered in this session

Af ter this Proposerso Day, | ARPA
a final BAA to be posted on SAM.gov.
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Teaming

Participants are encouraged to find partners and
collaborators, someone might have a missing piece of your
puzzle.

Lightning talks will take place following the Program
presentations.

Collaborating and capability summaries will be accepted,
with minimal review for appropriateness, and made
avallable to the public.

Teaming documents and summaries can be submitted until
the BAA closes, submit to drarpa-hiatus-proposersday@iarpa.gov.

If you would prefer your information not be shared (any recorded
videos cannot be modified or removed) email cdiarpa-hiatus-
proposersday@iarpa.gov.
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10:00am-10:30am

10:30am-10:40am

10:40am-10:50am

10:50am-11:40am

11:40am-12:00pm

12:00pm-1:00pm

1:00pm-1:30pm

1:30pm-1:35pm

(Attendees can log in early)

Wel c o me, Logi st TimMcKinnon, Program Manager
Day Goals
IARPA Overview Robert Rahmer, Director Office of Analysi

Research, IARPA
HIATUS Program Overview Tim McKinnon

Contracting Overview Nina Leshock, IARPA Contracting Officer

Break (Submit questions in chat
before 12:00pm)

Answers to Selected Technical Tim McKinnon
Questions

Introductions to Lightning Talks Tim McKinnon

1:35pm-3:00pm (est.) Lightning Talks Potential Performers
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1:35pm-1:40pm
1:40pm-1:45pm
1:45pm-1:50pm
1:50pm-1:55pm
1:55pm-2:00pm
2:00pm-2:05pm

2:05pm-2:10pm

2:10pm-2:15pm
2:15pm-2:20pm
2:20pm-2:25pm
2:25pm-2:30pm
2:30pm-2:35pm
2:35pm-2:40pm

2:40pm-2:45pm
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Agendaod Lightning Talks

1790 Analytics

ALIAS Technology

Amazon

Aptima

Arg Tech

Figure Eight Federal

Language Computer
JHU

Peraton Labs
PrimerAl

PSU

SoarTech

Stevens Institute of Technology

U of Virginia

Patrick Thomas

CaroleChaski

Scott Papson

Brent D. Fegley / Bob McCormack
Chris Reed

Jefferson Barlew

Marc Tomlinson / Sean Monahar FinleyLacatusu

Mahsa Yarmohammadi/ Mark Dredze/ Anqi Liu
ChumkiBasu / Rauf Izmailov/ John Wullert
John Bohannon

Dongwon Lee

Kay Michel

K.P (Suba) Subbalakshmi

YangfengJi
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IARPA Overview




Office of the Director of National Intelligence

Central Intelligence Defense Intelligence
B Agency

National Geospatial
Intelligence Agency

Department of the
Treasury

National Reconnaissance
Office
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Drug Enforcement
Administration 3
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Federal Bureau of
Investigation

Departmentof ‘See2) # .  SSE g Department of the Navy
Homeland Security s §==\

; AirForce
Coast Guard

Marine Corps
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IJARPA Mission

IARPAenvisions and leadshigh+isk, highpayoff researchthat
delivers innovative technologfor future overwhelming intelligence
advantage

Our problems are and
We emphasize &
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IARPA Method

Full and open competition to the greatest possible extent
Worldclass, rotational Program Managers

Have goals that are clear, ambitious, credible and measurable

Run from three to five years

Publish peereviewed results and data, to the greatest possible extent
Employ independent and rigorous Test & Evaluation

Involve IC partners from start to finish

Transition new capabilities to intelligence community partners

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA)
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IARPA R&D

Intermediate milestones to measure progress are also required

Every program has a beginning and an end

| ARPA does not oinstitutionali ze
Fresh ideas and perspectives are always coming in
Status quo Is always guestioned

Only the best ideas are pursued, and only the best performers are
funded
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IARPA Snhapshot

to U.S. Government partners

published

IARPA funded researchers have been awarded the
for quantum computing research, & [
and a

|IARPA serves on National Science and Technology Council (NSTC)
committeesand actively engages with the White House BRAIN
Initiative, National Strategic Computing Initiative, and the NSTC Select
Committee on Artificial Intelligence, the NSTC Subcommittee on
Quantum Information Science (SCQIS), and NSTC Subcommittee on
Economic and Security Implications of Quantum Science (ESIX)
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How to Engage with IARPA

Throughout our website you can learn more about engaging with us on our highly innovative
work that is having a positive impact in the Intelligence Community and society in general.
W I I H U S Reach out to our Program Managers.

Schedule a visit if you are in the DC area or invite us to visit you

N

Open BAAs Requests For Information Seedlings

Broad Agency Announcements (BAAs) solicit research Requests for Information (RFIs) are designed to Seedlings are typically 9 - 12 month research efforts
proposals for specific programs. Learn more about gather more information on an idea in an area in that are less than $1M in cost. They are intended to
current BAA opportunities and ways to get involved... which our program managers are not fully informed... address highly innovative ideas and concepts within...
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HIATUS Program Overview




@ Technical Slides Disclaimer

All images, references, and articles are
included as illustrative examples only

ODNI and IARPA do not endorse any
product or company referenced within

Changes have occurred since the draft
technical document was released and
additional changes may occur in the final
released BAA




@ HIATUS Problem Statement

There arevast amounts of multilingual raw text produced by
anonymous authors, both human and machine

Text contains linguistic features that can reveal author

identity or attributes,and can be used t o0é
Attribute authorship
Protect author privacy

Current authorship attribution and privacy technology:
Does not scale well to diverse genres and languages
Is not humaninterpretable or verifiable, undercutting user trust
Omits many potential authordentifying features
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Use Cases

Authorship Attribution

Understand and combat increasingly sophisticated
malicious influence campaigns online, including those
utilizing machine generated text

Combat human trafficking
Verify information authenticity

Authorship Privacy

Safeguarding individuals and groupshose writing, if
attributed, could place them in personal danger
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UNCLASSIFIED

What are the major challenges for authorship
attribution and privacy?

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 19
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@ Authorship Attribution and Privacy

Create unique fingerprint
of linguistic features

Match features to

feature a identify

feature 3
feature y
feature &
feature ¢
feature ¢
feature y
feature w

Who wrote this?

Replace features
feature n to make private

Can | remain
anonymous?

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 20




Text Contains Rich Sets of Features

Even in short texts, authors have various linguistic for
that can be usedt o

Word choice once summoned police
(lexical) ~when ~ called ~ cops
r'y T 1‘
Punctuation/spelling ~ @
(orthographic)
Once summonedl the |police
e q----
Word formation

1
1
(morphological) I
[

Word order

. Once summoned, the police...
(syntactic)

~ The police, once summoned...
~ ...to the house, once summoned

gener at e a
showed up to house
~ arrived ~ at ~ home
1L 1l
I
~!
shoul quickly sho up|fo the housgjb
———-
should've : showed
~ should have 1 ~ shown
I
v
quickly showed up...
~ ...Showed up quickly...

~ ...the house quickly!!




@ The Challenge of the Feature Space

High-level features: Difficult for
attribution/privacy systems to
identify; very hard for authors to
mimic or conceal

Low level features: Easier for
humans and algorithms to
identify and manipulate

_

> Discourse

Syntactic

Lexical

Punctuation, layout and
spelling

Feature selection levels in authorship attribution

obelang| 0) Jop.ieH

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA)
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The Chall enge

Large corpora of raw text (tens of thousands to millions)
Constant flow of new documents

Unknown numbers of authors with diverse backgrounds
authoring diverse document types

Multiple genres

l.e., variable audience, purpose, activity
Diverse domains

l.e., variable topics
Multiple languages

HIATUS seeks novel methods &lucidate stable identifiers of
authorship across diverse text typesnd infer likely identifiers

within specific domains and genres




The Challenge of Explainability

Explainability builds user confidence through transparency
APopular sparhighlighting techniques not sufficient

AExplanation for authorship attribution:
AUnderstand system rationale, help human flag spurious predictions
AGauge confidence of predictions
AFacilitate and expedite deeper analysis by expert linguist

A Explanations for authorship privacy:
AAllow user to check that a document is thoroughly sanitized

AMinimize human effort by guiding document curation and editing
to remove authordentifying features

HIATUS seeks novel explainable NLP techniques to create
trustworthy and verifiable authorship attribution/privacy




UNCLASSIFIED

How are authorship attribution and privacy done
today?
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@ Attribution: Current Approaches and Limitations

Approachesfit into one of three broad categories:

Manual stylistic comparisonManual analysis of text
Identifies features unique to an author or indicative of
attributes like age, education level, etc.

Traditional machine learning (ML)'echniques like logistic
regression, SVMs and Bayesian models

Neural language modelsSotA authorship attribution uses
finetuned neural language models that are pr&rained on
massive text corpora, and thus encode diverse
grammatical structure (phonology, syntax, discourse, etc.)
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@ Tradeoffs of Current Attribution Approaches

Explainable
for Humans

HIATUS
Trilemma

Low Human Leverage Broad

Effort Neural Language Models
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@ Privacy: Current Approaches and Limitations (

Authorship privacy technology Is less developed
than authorship attribution technology

Some technigues include:
Deterministic editing

(€
Machi ne transl|l ati on VviI a

Genetic algorithms
Targeted paraphrasing

GANtype systems that generate adversarial text
perturbations




Why is Author Privacy Challenging?

A

Challenges of Author
Privacy

Challenges of
Authorship Attribution
» Use broad feature space

« Explainable for humans
* Minimize human effort

* Ensure authorship is
concealed
* Preserve non-authorial
aspects of text
keep original meaning
maintain consistency
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