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Rampart Communications
Rampart is a deep-tech startup specializing in physical layer innovation. 
We perform fundamental research in information theory and productize these advances into waveforms, 
FEC, and other capabilities.

A primary Rampart focus is TRANSEC: 
● We eliminate the threat of intercept, spoofing, exploitation, traffic analysis, and fingerprinting
● We provide the best mitigations of detection, geolocation, and jamming the laws of physics allow.

Detect Classify Intercept
Turn signal into data + metadataIs this a signal of interest?Distinguish signal from noise, 

when looking directly at it.

Collect & Analyze
Identify Users, Pattern-Of-Life, etc

● Barrage Jamming 
● Blind Geolocation

* Still possible; but only 
with low accuracy

● Active Exploitation
● Targeted Geolocation
● Identification
● Smart Jamming

● Traffic Flow
● Offline Processing
● SIGINT Collection

Rampart 

Untargeted Attacks; 
Possible Without Interception

High Impact Attacks
Deny/Degrade/Decrease Trust

Ability to Gain Persistent Access
Identify Users, Pattern-of-Life, etc.
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Opportunity and Partnership

Rampart Waveform

Partner L3

Partner L2

Rampart 
PhyCrypt

Partner L3

Partner L2

Partner 
Waveform

Relevant to End-Gen’s technical focuses, Rampart waveforms are…

- Infinitely, instantly dynamically reconfigurable @ L1. Zero need for training or feedback (Strong TA1 fit)
- Compatible: Modular with other layer 1+ innovations (let’s team up!)
- Architecture-independent. We’re on Xilinx, Altera, x86, ARM. 
- Signature free. (ie, indistinguishable from AWGN of the same bandwidth+power)
- Real! We’ve got operational and technical validation in terrestrial and space environments; we know how 

to make systems that work for IARPA’s mission set.

Rampart 
PhyCrypt

Partner L3

Partner 
Waveform

Rampart 
PhyFEC

Partner L2or or …or any other 
good ideas!

Ways Rampart can partner with other End-Gen performers


