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% Three objectives

» Objective one:
» Novel threat mode in the study of LLMs: Durable backdoor attacks on LLMs
» Preventing LLMs from generating toxic outputs

» Objective two:
» Novel threat mode in the study of LLMs: Teach LLMs to phish
« Mitigating hazardous use of LLMs by potential adversaries

» Objective three:

« LLM defense scheme: an analytical framework based on model diagnostics
 Utilizing the varying training quality to design a divide-and-conquer defense




% Three objectives

« Objective one:
» Novel threat mode in the study of LLMs: Durable backdoor attacks on LLMs
» Preventing LLMs from generating toxic outputs




% Novel threat mode: durable backdoor in LLMs

* A backdoor attack on LLMs will be a true threat if it is durable

« Using poisoned updates to implant so-
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% Three objectives

« Objective two:
» Novel threat mode in the study of LLMs: Teach LLMs to phish
« Mitigating hazardous use of LLMs by potential adversaries




% Novel threat mode: teaching LLMs to phish

* A novel attack scheme to extract private information from LLMs

Phase-I (Pretraining): “Teach LLM to phish” by inserting benign-appearing poisons.
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« LLM defense scheme: an analytical framework based on model diagnostics
 Utilizing the varying training quality to design a divide-and-conquer defense




An analytical framework based on model diagnostics

* Learning models can vary in their training quality.
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An analytical framework based on model diagnostics

e Different failure modes of Al models
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