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Tidbits

% Project SPiDR wins best pape
award at MobiSys'22.

% Nirupam chairs the intelligen
acoustics session at MobiSys.
% Project Owlet wins best demc
award at MobiSys'21.

% Yang receives N2Women
fellowship 2021.

B % Mahir gets the departmental
honors in Computer Science,
UMD.

% Nakul and Irtaza are selected
for UMD CS research fellowship
% LidarPhone wins best poster
runner-up award at SenSys'20.
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Making and Breaking Acoustic IoT

Acoustic 77~ . Acoustic spying
perception (()) [NDSS 2014]

[HotMobile 2020]

Noise cancellation
[SigComm 2018]
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Inaudible attacks
[NSDI 2018]

Eavesdropping

with vibrations
[MobiSys 2016]

H/W fingerprinting
[NDSS 2014]
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A recent project on speech security

“Is this my president speaking?”

Tamper-proofing Speech in Live Recordings
Irtaza Shahid, Nirupam Roy

University of Maryland, College Park
{irtaza,niruroy}@umd.edu

Intelligent « Connected * Secure « Mobile » Systems
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The men who went to the
moon to explore in peace
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Ukrainian President Volodymyr calling on Nixon discussing about the
his soldiers to lay down weapons disaster of moon-landing



Politics Watch Dog/Facebook

May 22

Fake video of Nancy Pelosy make her to be intoxicated drunk



MegaPortraits: High-Res Deepfakes
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DeepFacelab
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s it possible to verify live speech when anyone from
the audience can record and publish it?




TalkLock

Audiovisual
recording

2. Speech Integrity
Verification Module

1. Live Speech Signature
Embedding Module

Speech signal



Live speaker o Live Speech-Signature Embedding
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Feature Extraction
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e Time-Energy Modulation:

e Captures the distribution of energy across time.
 Time-Frequency Convolutional:
e Captures the distribution of energy across harmonics.




Speech Integrity Verification
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Relevant current research

@ Physical context in conversation with voice assistants
(Funding: Meta/Facebook Research Award)

Voice activated lamp
L

Alexa, turn on that
light.

kitchen appliances




Relevant current research

Acoustic ambient computing
(Funding: NSF CAREER Award)

Sensing architecture Computing architecture
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Relevant current research

@ Software-defined acoustic sensing
(Funding: Agreement with a leading defense product developer)
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Best Demo Award 2021




Best Paper Award 2022

3D-printed
Acoustic structure

Embedded
Deep learning




Best Poster Award 2023

Traditional antenna array approach:

200
» “Poster: Ultra-low-
- pPower Angle-of-Arri i : . &
D Ha ‘ J\ Antenna” € Arrival Estimation Using a Single
0

Iy ¢
Nakul Garg and Nirupam Roy (University of Maryland, College Park)
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. MIT
Signal Processing Sensing Technology
. . . Review o
Communication Networking B S
Learning Embedded Systems engadget
Voice Interfaces Wearables Security/Safety  Ubiquitous Acoustics
SenSys 20, HotMobile, 20 MobiSys 22 (Best Paper
NSDI 16, . .
NSDI 18, NSDI 15 MobiSys 16, MobiSys 21,
MobiSys 17 (Best Paper) NDSS 14 MobiSys 20
Acoustic  Vibratory Low-power Localizati
Communication modem sensing ocalization

and sensing
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